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Abstract :Cloud computing is a technique  of providing computing services  via the internet on demand and pay per 

use access to a pool of shared resources namely networks, storage, servers, se rvices and applications, without 

physically acquiring them. So it reduced the managing cost and also saves the time for organizations. Cloud 

computing is a completely interne t dependent technology where client data is stored and maintain in the data center 

of any cloud provider. So  limited control over the data may arise various security issues and threats which include 

data leakage , insecure interface , sharing of resources, data availability and inside attacks. This  paper provides brie f 

de tails about what cloud computing is and the main security  issues that are currently present within the  cloud 

computing industry. 
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INTRODUCTION : 

The cloud computing model allows 

access to information and computer resources 

from anywhere that a network connection is 

available. Example of cloud services include 

online  file storage , social networking sites , 

webmail , online business applications.  

Cloud computing provides various  bene fits such 

as ,the customers don’t need to buy the resource 

from a third party vendor, instead they can use 

the resource  and pay for it as a service thus 

he lping the  customer to save time and money. 

And also it provides the  flexibility and highly 

automated processes where in the  customer need 

not worry about very ordinary  concerns like 

software up-gradation [1]. Cloud is not only used 

by the  Multinational companies but it’s also 

be ing used by small and medium enterprises [2]. 

Cloud Computing  is an emerging trend to deploy 

and maintain software and is being adopted by 

the industry such as Google , IBM, Microsoft, and 

Amazon. Several prototype applications and 

platforms, such as the IBM ―Blue Cloud 

infrastructure, the Google App Engine, the 

Amazon Cloud, and the Elastic Computing 

Platform [3]. 

SERVICE  MODELS  OF  CLOUD COMPUTING : 

1.Software as-a-Service:- 

 In SaaS model a software provider license a 

software application to be  used and purchase on 

demand [4]. This service run on cloud and 

multiple end users are uses it. Basically It runs 

on web browser e.g. Gmail- a popular SaaS 

product. Applications can be  accessed through 

network from various client(web browser,mobile 

phones etc) by application use . It does not require 

client installation just a  browser or other client 

device  and network connectivity. 

2.Platform as-a-service:- 

A PaaS platform deve loper to write application 

those run on cloud[5]. It is cloud based 

application development and used by deployers  

 

and developers. It has highly scalable multi tier 

architecture  e.g. Azure  and salesforces.com. 

PaaS offer an environment where  deve loper can 

create and deploy applications and do not need 

necessarily to know how much memory and how 

many processor the ir application will be using . 

3.Infrastructure as-a-service:- 

 It offe r a service  to get a virtual server in few 

minute and pay only for the resource they use  [6]. 

It allow accessibility of infrastructure  using 

Internet technology consist of server, storage and 

other peripherals devices. It can be coupled with 

managed services for operating system and 

application support. In IaaS model consumer can 

directly use infrastructure components 

(storage,firewall,network etc) 

 There are some deployment models in cloud 

computing are : 

1.  Public cloud :The cloud infrastructure is made 

available to the general public or a large 

industry group and is owned by an 

organization selling cloud services.  

2.  Hybrid cloud:The cloud infrastructure  is a 

composition of two or more clouds (private, 

community, or public) that remain unique 

entities but are bound together by standardized  

technology that enables data and application 

portability(e .g. cloud bursting for load 

balancing between clouds). 

3.  Private cloud: This cloud  infrastructure 

operated solely for a single organization[7], It 

may be managed by the organization or a third 

party . 

4.  Community cloud:The cloud infrastructure is 

shared by several organizations and supports a  

specific community that has shared concerns 

(e.g., mission, security requirements, policy, 

and compliance  considerations) [8].  

SECURITY ISSUES IN CLOUD COMPUTING : 

Cloud computing consists of applications, 

platforms and infrastructure  segments. Each 
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segment performs different operations and offers 

diffe rent products for businesses and individuals 

around the  world. There are numerous security 

issues for cloud computing as it encompasses 

many technologies including networks, 

databases, operating systems, virtualization, 

resource scheduling, transaction management, 

load balancing, concurrency control and memory 

management. Therefore, security issues for many 

of these  systems and technologies are applicable 

to cloud computing. For example, the network 

that interconnects the  systems in a cloud has to 

be  secure  and mapping the  virtual machines to 

the physical machines has to be carried out 

securely. Data security involves encrypting the 

data as well as ensuring that appropriate  policies 

are enforced for data sharing. Various Security 

issues in cloud computing environment are 

discuss below :  

1.Access to Servers & Applications: 

In traditional datacenters, administrative access 

to servers is controlled and restricted to direct or 

on-premise  connections which is not the case of 

cloud data centers. In cloud computing 

administrative access must be conducted via the 

Internet, increasing exposure and risk. It is 

extremely important to restrict administrative 

access to data and monitor this access to 

maintain visibility of changes in system control. 

Data access issue  is mainly related to security 

policies provided to the users while  accessing the 

data. 

In a typical scenario, a  small business 

organization can use a cloud provided by some 

other provider for carrying out its business 

processes. Some organization will have  its own 

security policies based on which each employee 

can have access to a particular se t of data. The 

security policies may entitle  some considerations 

where in some of the employees are not given 

access to certain amount of data. These security 

policies must be  followed by the  cloud to avoid 

intrusion of data by unauthorized users[9] . 

2.Data Transmission: 

Encryption techniques are used for data in 

transmission. To provide the protection for data 

only goes where the  customer wants it to go by 

using authentication and integrity and is not 

modified in transmission.  In Cloud environment 

most of the  data is not encrypted in the 

processing time. But to process data, for any 

application that data must be unencrypted. In a 

fully homomorphism encryption scheme advance 

in cryptography, which allows data to be 

processed without be ing decrypted. To provide 

the confidentiality and integrity of data-in-

transmission to and from cloud provider by using 

access controls like authorization, 

authentication, auditing for using resources, and 

ensure  the availability of the  Internet-facing 

resources at cloud provider. 

3.Virtual Machine Security: 

 Virtualization is one of the main components of 

a cloud. Virtual machines are dynamic i.e it can 

quickly be  reverted to previous instances, paused 

and restarted, relative ly easily. Ensuring that 

different instances running on the  same physical 

machine  are  isolated from each other is a major 

task of virtualization. They can also be readily 

cloned and moved between physical servers.  

Also, it is difficult to maintain an auditable record 

of the security state of a virtual machine  at any 

given point in time. 

Full Virtualization and Para Virtualization are  

two kinds of virtualization in a cloud computing 

paradigm. In full virtualization, entire hardware 

architecture  is replicated virtually. However, in 

para-virtualization, an operating system is 

modified so that it can be run concurrently with 

other operating systems. VMM (Virtual Machine 

Monitor), is a software  layer that abstracts the  

physical resources used by the  multiple  virtual 

machines. The VMM provides a virtual processor 

and other virtualized versions of system devices 

such as I/O devices, storage , memory, etc. Many 

bugs have  been found in all popular VMMs that 

allow escaping from Virtual machine. 

Vulnerability in Microsoft Virtual PC and 

Microsoft Virtual Server could allow a guest 

operating system user to run code  on the  host or 

another guest operating system. Vulnerability 

was found in VMware’s shared folders 

mechanism that grants users of a guest system 

read and write  access to any portion of the host’s 

file  system including the system folder and other 

security-sensitive  files.  

4. Network Security: 

Networks are  classified into many types like 

shared and non-shared, public or private, small 

area or large area networks and each of them 

have  a number of security threats to deal with. 

Problems associated with the network level 

security comprise  of DNS attacks, Sniffe r attacks, 

issue  of reused IP address, e tc which are  

explained in details as follows. 

A Domain Name Server (DNS) server performs the 

translation of a domain name to an IP address. 

Since the domain names are much easier to 

remember. Hence , the DNS servers are needed. 

But there are cases when having called the server 

by name, the user has been routed to some other 

evil cloud instead of the  one he asked for and 

hence using IP address is not always feasible. It 

may happen that even after all the DNS security 
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measures are taken, still the route selected 

between the sender and rece iver cause security 

problems because  of incomplete path between 

them. 

Sniffer attacks are launched by applications that 

can capture packets flowing in a  network and if 

the data that is be ing transferred through these 

packets is not encrypted, it can be read and there 

are chances that vital information flowing across 

the network can be traced or captured. A sniffe r 

program, through the NIC (Network Interface 

Card) ensures that the data/traffic linked to 

other systems on the network also ge ts recorded. 

It can be achieved by placing the NIC in 

promiscuous mode and in promiscuous mode it 

can track all data, flowing on the  same network. 

A malicious sniffing detection platform based on 

ARP (address resolution protocol) and RTT (round 

trip time) can be used to detect a sniffing system 

running on a network. 

Reused IP address issue  have  been a big network 

security concern. When a particular user moves 

out of a  network then the  IP-address associated 

with him (earlier) is assigned to a new user. This 

sometimes risks the  security of the new user as 

there is a certain time lag between the  change of 

an IP address in DNS and the clearing of that 

address in DNS caches. And hence, we can say 

that sometimes though the old IP address is 

be ing assigned to a new user still the chances of 

accessing the data by some other user is not 

negligible  as the address still exists in the DNS 

cache  and the data belonging to a  particular user 

may become accessible to some other user 

violating the privacy of the original user [10]. 

4.Data Security: 

For general user, it is quite easy to find the 

possible storage on the  side that offers the service 

of cloud computing. To achieve  the service  of 

cloud computing, the most common utilized 

communication protocol is Hypertext Transfer 

Protocol (HTTP). In order to assure the 

information security and data integrity, 

Hypertext Transfer Protocol Secure (HTTPS) and 

Secure Shell (SSH) are the  most common 

adoption. In a traditional on-premise  application 

deployment model, the  sensitive data of each 

enterprise continues to reside within the 

enterprise boundary and is subject to its 

physical, logical and personnel security and 

access control policies. However, in cloud 

computing, the  enterprise  data is stored outside 

the enterprise boundary, at the Service provider 

end. Consequently, the service provider must 

adopt additional security checks to ensure data 

security and prevent breaches due  to security 

vulnerabilities in the  application or through 

malicious employees. This involves the use of 

strong encryption techniques for data security 

and fine-grained authorization to control access 

to data. 

5. Data Privacy: 

 The data privacy is also one  of the key concerns 

for Cloud computing. A privacy steering 

committee  should also be created to help make 

decisions re lated to data privacy. Requirement: 

This will ensure that your organization is  

prepared to meet the data privacy demands of its  

customers and regulators. Data in the  cloud is 

usually globally distributed which raises 

concerns about jurisdiction, data exposure and 

privacy. Organizations stand a risk of not 

complying with government policies as would be 

explained further while the cloud vendors who 

expose  sensitive information risk legal liability. 

Virtual co-tenancy of sensitive  and non-sensitive 

data on the same host also carries its  own 

potential risks [12]. 

6. Data Integrity: 

Data corruption can happen at any leve l of 

storage and with any type of media, So Integrity 

monitoring is essential in cloud storage  which is 

critical for any data center. Data integrity is easily 

achieved in a standalone system with a single 

database. Data integrity in such a system is 

maintained via database  constraints and 

transactions. Transactions should follow ACID 

(atomicity, consistency, isolation and durability) 

properties to ensure data integrity. Most 

databases support ACID transactions and can 

preserve  data integrity. Data generated by cloud 

computing services are  kept in the clouds. 

Keeping data in the clouds means users may lose 

control of their data and rely on cloud operators 

to enforce access control. 

7. Data Location: 

In general, cloud users are not aware of the  exact 

location of the datacenter and also they do not 

have  any control over the  physical access 

mechanisms to that data. Most we ll-known cloud 

service  providers have  datacenters around the 

globe . In many a cases, this can be an issue. Due 

to compliance  and data privacy laws in various 

countries, locality of data is of utmost importance 

in many enterprise architecture. For example, in 

many EU and South America countries, certain 

types of data cannot leave the country because of 

potentially sensitive information. In addition to 

the  issue of local laws, there’s also the  question 

of whose  jurisdiction the  data falls under, when 

an investigation occurs. Next in the complexity 

chain are distributed systems. In a distributed 

system, there are multiple  databases and 

multiple applications [12]. 
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8. Data Availability: 

Data Availability is  one of the  prime concerns of 

mission and safety critical organizations. When 

keeping data at remote systems owned by others, 

data owners may suffer from system failures of 

the service  provider. If the Cloud goes out of 

operation, data will become unavailable as the 

data depends on a single service provider. The 

Cloud application needs to ensure  that 

enterprises are  provided with service around the 

clock. This involves making architectural 

changes at the application and infrastructural 

levels to add scalability and high availability. A 

multi-tier architecture needs to be  adopted, 

supported by a load-balanced farm of application 

instances, running on a variable number of 

servers. 

9. Data Segregation: 

Data in the  cloud is typically in a shared 

environment together with data from other 

customers. Encryption cannot be assumed as the 

single  solution for data segregation problems. In 

some situations, customers may not want to 

encrypt data because there may be a case when 

encryption accident can destroy the data. Make 

sure  that encryption is available  at all stages, and 

that these encryption schemes were  designed and 

tested by experienced professionals. 

10.Data Storage Security: 

 Data protection is the most important security 

issue in Cloud computing. In the service 

provider’s data center, protecting data privacy 

and managing compliance are critical by using 

encrypting and managing encryption keys of data 

in transfer to the cloud. Encryption keys share 

securely between Consumer and the cloud 

service provider and encryption of mobile media 

is an important. 

COCLUSIONS: 

In this paper, we first discussed what is cloud 

computing is, various models and services  of 

cloud computing.Then we discuss the major 

security issues in cloud computing enviornment. 

Data security is major issue  for Cloud 

Computing. One of the biggest security worries 

with the  cloud computing mode l is the sharing of 

resources. Cloud service  providers need to inform 

their customers on the level of security that they 

provide on their cloud. This paper has 

highlighted all these  issues of cloud computing. 

We believe that due to the complexity of the 

cloud, it will be difficult to achieve  end-to-end 

security. New security techniques need to be 

developed by removing the drawbacks of old 

techniques. 
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